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DETECTION DETAILS BEHAVIOR COMMUNITY

Acronis Suspicious Ad-Aware Trojan.Mint.Zamg.Q

AhnLab-V3 Malware/Win32.Generic.C2545443 ALYac Trojan.Mint.Zamg.Q

Antiy-AVL Trojan/Win32.TSGeneric SecureAge APEX Malicious

Arcabit Trojan.Mint.Zamg.Q Avast Win32:Malware-gen

AVG Win32:Malware-gen Avira (no cloud) HEUR/AGEN.1034763

BitDefender Trojan.Mint.Zamg.Q BitDefenderTheta Gen:NN.ZexaF.34090.TmW@a8cKiVc

Bkav HW32.Packed. CAT-QuickHeal Trojan.Upatre.ZZ3

Comodo TrojWare.Win32.Crypt.C@7vajd0 CrowdStrike Falcon Win/malicious_confidence_100% (D)

Cybereason Malicious.e5f293 Cylance Unsafe

Cyren W32/Trojan.BPS.gen!Eldorado DrWeb Trojan.Nymaim.221

eGambit Unsafe.AI_Score_97% Emsisoft Trojan.Mint.Zamg.Q (B)

Endgame Malicious (high Confidence) eScan Trojan.Mint.Zamg.Q

ESET-NOD32 Win32/TrojanDownloader.Nymaim.BA F-Prot W32/Trojan.BPS.gen!Eldorado

F-Secure Heuristic.HEUR/AGEN.1034763 FireEye Generic.mg.c0349f7e5f29303b

Fortinet W32/GenKryptik.CRPN!tr GData Trojan.Mint.Zamg.Q

Ikarus Trojan-Downloader.Win32.Nymaim Jiangmin Trojan.Generic.cdqog

Kaspersky HEUR:Trojan.Win32.Generic MAX Malware (ai Score=81)

McAfee GenericRXFQ-FN!C0349F7E5F29 McAfee-GW-Edition BehavesLike.Win32.Generic.bc

Microsoft Trojan:Win32/Nymaim NANO-Antivirus Trojan.Win32.Inject3.fcsfyb

Panda Trj/Genetic.gen Qihoo-360 HEUR/QVM20.1.51D3.Malware.Gen

Rising Downloader.Nymaim!8.781 (RDMK:cmRt… Sangfor Engine Zero Malware

SentinelOne (Static ML) DFI - Malicious PE Sophos AV Mal/Elenoocka-G

Sophos ML Heuristic Symantec ML.Attribute.HighConfidence

Tencent Malware.Win32.Gencirc.10b336a9 Trapmine Malicious.moderate.ml.score

TrendMicro Trojan.Win32.ELENOOKA.SM.hp TrendMicro-HouseCall Trojan.Win32.ELENOOKA.SM.hp

VBA32 Trojan.FakeAV.01657 Zillya Downloader.Nymaim.Win32.4402

ZoneAlarm by Check Point HEUR:Trojan.Win32.Generic AegisLab Undetected

Alibaba Undetected Avast-Mobile Undetected

Baidu Undetected ClamAV Undetected

CMC Undetected K7AntiVirus Undetected

K7GW Undetected Kingsoft Undetected

MaxSecure Undetected Palo Alto Networks Undetected

SUPERAntiSpyware Undetected TACHYON Undetected

VIPRE Undetected ViRobot Undetected

Webroot Undetected Yandex Undetected

Zoner Undetected Symantec Mobile Insight Unable to process file type
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